Konfiguration VeraCrypt fir macOS (Datenverschlisselungstool) VHD Datei
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Folgende Schritte dienen zur Konfiguration einen VHD ( Virtual-Hard-Disk-Format ) Datei in VeraCrypt fir macOS

1. Starten von VeraCrypt und mit einem klick auf "Volume erstellen”
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Create Volume

Volume

Select File...

v Never save history Volume Tools... Select Device...

Mount All Devices Dismount All

2. Es wird nun der Assistent zum Erstellen eines VeraCrypt-Volume gestartet.
WICHTIG: Im folgenden Schritt kann Ausgewahlt werden, ob nur eine Container Datei oder eine Partition oder das System Laufwerk Verschlisselt werden soll!

In unserem Fall entscheiden wir uns fiir eine Verschlusselte Containerdatei
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VeraCrypt Volume Creation Wizard
VeraCrypt Volume Creation Wizard

* Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended
for inexperienced users.

More information

Create a volume within a partition/drive

Formats and encrypts a non-system partition, entire
external or secondary drive, entire USB stick, etc.

Cancel

3. Auswahl eines Standard VeraCrypt-Volume

VeraCrypt Volume Creation Wizard

Volume Type

* Standard VeraCrypt volume

Select this option if you want to create a normal VeraCrypt
volume.

Hidden VeraCrypt volume

It may happen that you are forced by somebody to reveal
the password to an encrypted volume. There are many
situations where you cannot refuse to reveal the password
(for example, due to extortion). Using a so-called hidden
volume allows you to solve such situations without revealing
the password to your volume.

More information about hidden volumes

< Prev MNext = Cancel

4. Auswahl des Speicherortes, wo die Containerdatei abgespeichert werden soll




Specify a New VeraCrypt Volume

Ho mel

¥ localadmin

File type:

5. Standardwerte so belassen

All Files

Cancel

Volume Cr

Volume Location

PUse rs/localadmin/Home
+ MNever save history

A VeraCrypt volume can reside in a file (called VeraCrypt
container), which can reside on a hard disk, on a USB flash
drive, etc. A VeraCrypt container is just like any normal file (it
can be, for example, moved or deleted as any normal file). Click
'Select File' to choose a filename for the container and to
select the location where you wish the container to be created.

WARNING: If you select an existing file, VeraCrypt will NOT
encrypt it; the file will be deleted and replaced with the newly
created VeraCrypt container. You will be able to encrypt
existing files (later on) by moving them to the VeraCrypt
container that you are about to create now.

Next >

Select File...

Cancel




VeraCrypt Volume Creation Wizard

Encryption Options

Encryption Algorithm
AES

FIPS-approved cipher (Rijndael, published in 1998)
that may be used by U.S. government departments
and agencies to protect classified information up
to the Top Secret level. 256-bit key, 128-bit block,
14 rounds (AES-258). Mode of operation is XTS.

More information on AES Benchmark

Hash Algorithm

SHA-512 % Information on hash algorithms

Next > Cancel

6. Auswahl der Volume Grosse

WICHTIG: Die Maximalgrosse kann NICHT Grosser sein, als der Freie Bereich auf der Lokalen Festplatte!
VeraCrypt Volume Creation Wizard

Volume Size i
MiB
| v GiB

Free space available: 23.9 GiB

Please specify the size of the container to create. Note that the
minimum possible size of a volume is 292 KiB.

7. Vergabe eines Passwortes




WICHTIG: Bei Verlust des Passwortes, kann auf die Daten innerhalb des Verschliusselnden Laufwerks nicht mehr zugegriffen werden! Deshalb sollte das
Passwort nicht Verloren gehen!

VeraCrypt Volume Creation Wizard
Volume Password

Password: esssssss
Confirm password: essssssss
Use PIM
Display password
Use keyfiles

It is very important that you choose a good password. You
should avoid choosing one that contains only a single word that
canbefnundin,.I.'-J..'-._--..J._. —_——— Ll _at__ _E N ~ —— & _.._L
words). It shoulc

should not be e:
combination of | WARNING: Short passwords are easy to

special characte crack using brute force techniques! Are you
choosing a pass sure you want to use a short password?

longer, the bette We recommend choosing a password consisting of 20
characters. or more characters.

Yes No

< Prev Next > Cancel

8. Standartwerte so belassen.

VeraCrypt Volume Creation Wizard

Large Files

| will not store files larger than 4 GB on the volume

Choose this option if you do not need to store files larger
than 4 GB (4,294,967,296 bytes) on the volume.

* | will store files larger than 4 GB on the volume

Choose this option if you need to store files larger than 4
GB (4,294,967 296 bytes) on the volume.

< Prev Next = Cancel

9. Standartwert fur das Filesystem auf APFS belassen.




VeraCrypt Volume Creation Wizard

Format Optio

MNone
Mac OS Extended
exFAT
Filesystem type + APFS

Filesystem Option:

Volume Format Options

In order to enable your operating system to mount your new
volume, it has to be formatted with a filesystem. Please select
a filesystem type.

If your volume is going to be hosted on a device or partition,
you can use 'Quick format' to skip encryption of free space of
the volume.

< Prev Next > Cancel

10. Im folgenden Fenster kann bestimmt werden, ob das VeraCrypt Volume NUR fur macOS sein soll oder aber auch fir Windows (Plattformibergreifend)

VeraCrypt Volume Creation Wizard
Cross-Platform Support

I will mount the voelume on other platforms
Choose this option if you need to use the volume on other
platforms.

* | will mount the volume only on Mac 0S X

Choose this option if you do not need to use the volume on
other platforms.

Next > Cancel

11. Im folgenden Fenster ist es Wichtig, den Mauszeiger im Fenster hin und her zu bewegen fir ca. 30sec. Anschliessend mit einem Klick auf "Format"
bestatigen




\

Volume Format

RANAOM POOIL: e e e o o o e ek e e e o e e Show
Header Key:
Master Key:

Randomness Collected From Mouse Movements

Speed |:|

IMPORTANT: Move your mouse as randomly as possible within
this window. The longer you move it, the better. This
significantly increases the cryptographic strength of the
encryption keys. Then click Format to create the volume.

Format Cancel

13. Anschliessend muss vom macOS (Sicherheit) bestatigt werden, das VeraCrypt auch auf ein Netzlaufwerk Zugreifen darf. Dies mit "OK" bestatigen.

JNMeraCrypt.app” michte Zugriff auf Dateien
auf einem Netzwerkvolume.

14. Nun ist das VeraCrypt Volume fertig erstellt und Einsatz bereit.



The VeraCrypt volume has been
successfully created.

15. Mit einem Klick auf "Exit" ist die Konfiguration abgeschlossen.

Volume

Volume Created

The VeraCrypt volume has been created and is ready for use. If
you wish to create another VeraCrypt volume, click Next.
Otherwise, click Exit.

Next >
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